Mage nofpund or type unknown

Kaspersky Internet Security (KIS) — nnHeinka nporpaMMHbIX MPOLAYKTOB,
pa3paboTaHHasa koMnaHuen «JlabopaTopusa Kacnepckoro» Ha 6aze «AHTUBMPYCa
Kacnepckoro» aa KOMMAeKCHOW 3alMTbl JOMALLUHNX NePCOHasIbHbIX KOMMbIOTEPOB U
MOBUJIbHbLIX YCTPOWCTB B peasibHOM BPEMEHMN OT U3BECTHbIX N HOBbIX YIrpo3.

®PYHKLMOHANIbHOCTb NPOrpamMMbl
B npoaykTe peannsoBaHbl Cieaylouine 0CHOBHbIE YHKLNN:

e rMbpuaHasa aHTMBMPYCHASA 3alMTa B peajibHOM BPEMEHUN, KOTOPasa coyeTaeT B cebe
BO3MOXXHOCTMU:
o TPAOULMNOHHbBIX CUTHATYPHbIX TEXHOJIOMUIA;
o COBPEMEHHbIX TEXHOIOMNN (MPOaKTUBHbIE IBPUCTUYECKNE METOAbI);
o 061@a4HbIX TEXHOOI NI,
e 3alLlMTa OT IKCMNJIONTOB A1 NpefoTBpaLLeHns
NCMNOJIb30BaHMA YA3BMMOCTEN Ha KOMMbIOTEpPE;
e (pyHKLMNSA OTKaTa, MO3BOJAKOLWAA YCTPAHNTb NoCnenCcTBUA
neATeNIbHOCTN BPeAOHOCHbIX NPOrpamm;
e CpefcTBa OT UHTEPHET-MOLWEHHNYECTBa (B YaCTHOCTU, (PULLKHIa N KeWIorrepos)
05 MOBbILWEHUA CTENEHU 3aLlUNTbl JINYHbIX OaHHbIX U APYrOon LeHHOW nHgopMaLuunn;
e 3alUMTA AAHHbIX MPW BbINOJHEHNN (DUHAHCOBLIX ONepaunn B UHTEPHETE:
o MOJIb30BaHUN CMCTEMaMU OHNaNH-OaHKWHIa;
o MOJZIb30BaHUW MJaTeXHbIMU cMcteMaMu (B HacTHocTun, PayPal, Anpekc.leHbrun
n opyrue);
o COBEpPLUIEHUNMN MNOKYMNOK B UHTEPHETE;
e 3alLMTa OT CETEBbIX XaKEPCKUX aTak;
e KOHTPOJIb U3MEHEHMNN (coobLlaeT 0 roTOBALWMXCA N3MEHEHNAX
napameTpoB bpay3epa, B TOM 4YuCse Bbi3BaHHbIX YCTAaHOBKOW peKJaMHbIX
nporpamm, rnaHesnen MHCTPYMEHTOB);
e 3alUMTa OT cbopa AaHHbIX (3anpellaeT canTaM OTCeXMBaTb CLeHapumn
Nosb30BaHUA MHTEPHETOM 1N cobnpaTb JIMYHbIE AAHHbLIE);
e KOHTPOJIb MHTEPHET-Tpadpunka (MoMoraeT oNTUMU3NPOBATbL pacxodbl Npwu
NnoAKAYEeHUN K NHTepHeTy Yepe3 Wi-Fi, 3G n 4G);
e 3alUMTa OT NpoOrpamMmm-LINpPoBasIbLLNKOB;


https://www.evkova.org/#evkova

e NpoBepka bezonacHoCcTM NybnnyHbix ceTen Wi-Fi (moMoraeT 3almTuTb OT KpaXku
OaHHbIX Yepes3 He3alW LW eHHble CeTn);

e 3aLLMTA OT HECAHKLMNOHMPOBAHHOIO NoAgKN4YeHNA K Beb-kamepe;

e MOUCK YA3BMMOCTEN B NporpamMmmax;

e peXxum be3onacHbIX NporpamMm (pa3spellaeT 3anyCck TOJIbKO AOBEPEHHbIX
NMPUIOXKEHUN 1 OrpaHnymBaeT paboTy BCex NOAO3PUTESIbHBIX NPOrpamMm);

e obecnevyeHune akTyasibHOM MHOPMaLMeEn o penyTaunm nporpamMmm n seb-canTos,;

e 6/10KMpOBaHME HEXeNaTeNIbHOr0 KOHTEHTA (B YHaCTHOCTU, PEKJIAMHbIX
6aHHepoB 1 CNaM-pacChbiNoK);

e yrpaBJieHMe LOCTYNOM AeTen K Beb-cantam n nporpamMmmam, a Tak>Ke KOHTPOJIb X
obuweHnsa B coumanbHbix ceTax, ICQ n Tak oanee;

e CpeacCTBa AJ19 BOCCTAHOBJIEHUSA CUCTEMbI B C/ly4ae 3apa>KeHus, Ha ocHose Live CD.

CocTaB KOMMOHEHTOB 3alUThbl

3alWmnTa KoMNbloTepa B peasibHOM BpemMeHn obecnevymBaeTcs caenyrowmnmmn
KOMMOHEeHTaMun 3awnTbi[2]:

®annoBbii AHTUBUPYC
KOHTpObL NporpamMmm
3awnMTa OT CeTeBbIX aTakK
IM-aHTUBUPYC

MoYTOBLIN @HTUBUPYC
HocTyn K Beb-kamepe
3awmnTa oT cbopa AaHHbIX
Beb-aHTuBUpYC

CeTeBOW 3KpaH
MOHUTOPUHI aKTUBHOCTWU

. KOHTpO/Ib U3MEeHeHn B OonepaLMoHHON cucTteme
. AHTK-cnam

. AHTuK-6aHHep

. be3onacHble nnaTexxu

. BupTtyanbHaga knasnaTtypa
. be3sonacHbIn BBOA, AaHHbIX
. Poontenbckum KOHTPOJIb

. 3awunTa Beb-kKamepsol

. NMpoBepka b6ezonacHocTn Wi-Fi
. MoOHUTOpPUHI ceTwn

. O6bHOBNEHME NpOrpaMmm
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22. YpaneHuve nporpamMmm

23. be3onacHoe coeamnHeHune (Kaspersky Secure Connection)
24. Kaspersky Security Network

25. Pexxnm 6e3onacHbIX NporpaMmm

KOHTpO/1b Nporpamm

KoMNOHeHT "KOHTpoJ1b MporpamMmm" B 64-pa3paaHon CUCTEME KOHTPOJIMPYET cieaytouime
pyHKUMN ()

e [lOoCcTYyn K Apyrnum npoueccam
o YnpasneHue npoveccamu
= 3anyCcK APYrux npoLeccos
= OCTaHOBKa Opyrux npoueccos
= [IpnocTaHoBKa APYrnx npoLeccos
e BHegpeHue B opyrve npouecchl
o BHegpeHune koaa
o YTeHune namMaTn gpyrux npoLeccos
o KonnpoBaHMe BHYTPEHHUX onuncaTenen npowecca
o I3aMeHeHMe naMaTn Apyrux npoueccos
e /I3MeHeHMe onepaunoHHON CNCTEMbI
o JlocTyn K o6bbekTam onepaumoHHOW CUCTEMBI
» HN3KOYpPOBHEBLIN AOCTYN K OAUCKY
= HN3KOYpPOBHEBbLIN OOCTYMN K 0ansioBOnN cucteme
= CoxpaHeHMe BeTOK peecTpa B ann
e [Mogo3puTENbHbIE U3MEHEHUSA B ONEPaLMOHHON CUCTEME
o Co3faHuMe CKpbITbIX KJII04en peecTpa
o Co3paHue XeCTKON CCbIIKN Ha ¢hann
o 3aBeplueHune paboTtbl Microsoft Windows
o [locTyn K Beb-kamepe
o [loCTyn K yCTPOWUCTBAM 3anncum 3ByKa
N3meHeHNe npaB

o N3meHeHMe nNpaB Ha 06BbEKTHI
CKpbITbI JOCTYN K CETU

o Ncnonb3oBaHne KOMaHAHOW CTPOKKN Bpay3epa
KLDriver
3anyck

CtaTycC nognep>xKm nporpaMmmsl
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Kaspersky Internet Security - nposepeHHas BpeMeHeM aHTUBUPYCHas NporpamMmma ans
cnctem Windows, KoTopas nosiydaeT BbICOKME PENTUHIU 3a 3alUUTY B TecTaxX
nabopaTopui.

OrpomMHble (pyHKULMOHAsIbHble BO3MOXXHOCTN YA0BNETBOPAT NOTPebHOCTU BONbLUMHCTBA
nosib3oBaTesien, HO B OTAeJsIbHbIX C/lyHasax, 4ToObl NOHATbL paboTy HEKOTOPbLIX Moy en
npupeTtca obpaTUTbCA K LOKYMEHTaunu.



Nonb3oBaTesiAM, KOTOPbIM He HY>XHbl paclunpeHHble pyHkunn Kaspersky Internet
Security, moryT orpaHn4nTbca Kaspersky Anti-Virus, koTopas He BKJitoHaeT haepBos U
HeKoTopble gpyrue yHKLUUN, HO CTOUT AeLleBrie.

I OCTOMHCTBA:

e MPOCTON B UCMOJIb30BaHNN NHTepdEenC n aBTomaTn4eckas obpaboTka 60bLWLINHCTBA
peLleHnn;

e rMBbKME HACTPOMKN KOHUrypaumnm, Nno3BonsoWme BKAOYaTb N OTK/IOYaTb
oTAesIbHble KOMMOHEHTbI;

e OTJINYHbIE PENTUHIN NO UTOraM TECTUPOBAHUI;

e OrpaHM4yeHus gocTtyna K Beb-kamepe;

e HaZleXXHble PYHKLMN 3alNTbl KOHPUOEHUNAbHOCTN.

HepocTaTKm:

e HET BO3MOXHOCTU MOAMMDMKALNM MPOrpamMMbl MPU yCTaHOBKE. HEHYXXHble (YyHKLNN
NPUXOANTCSA OTKJII0YATb Y>Ke Noc/ie MHCTannsaumu;

e MpOrpaMma He MMeeT BCMJIbIBAOLLNX NOACKA30K, HO MOCTaBASETCS C JIOKabHbIM
hannom crnpaBku C MHGOPMaLIMEN O MOAYISAX N HAaCTPOMNKAX;

e OTCYTCTBYET KOMMOHEHT Pe3epBHOI0 KOMNMUPOBAHUS;

e OTCYTCTBYIOT OMNUWM YAAJIEHHOrO YNpaBJIEHNS CUCTEMOW POANTENBCKOr0 KOHTPOS,
a Tak>Xe PYHKLMN OMOBELLEHNS O HAPYLLEHUAX B PEXMME peasibHOro BPEMEHM.



